ALGORITMA TANDA-TANGAN DIGITAL RSA

Parameter  Digital Signature Algorithm (DSA)

DSA didasarkan pada algoritma ElGamal. DSA mempunyai properti berupa parameter sebagai berikut:

1. p, adalah bilangan prima dengan panjang L bit, yang dalam hal ini 512 ≤ L ≤ 1024 dan L harus kelipatan 64. Parameter p bersifat publik dan dapat digunakan bersama-sama oleh orang di dalam kelompok.

2. q, bilangan prima 160 bit, merupakan faktor dari p-1. dengan kata lain, (p-1) mod q = 0. Parameter q bersifat publik.

3. g=h (p-1)/q  mod p, yang dalam hal ini h<p-1 sedemikian sehingga h (p-1)/q  mod p >1. parameter g bersifat publik

4. a, bilangan bulat kurang dari q. Parameter a adalah kunci private.

 5. b=ga mod p, adalah kunci publik.

6. m, pesan yang akan diberi tanda tangan.

Prosedur pembangkitan Sepasang Kunci

1. pilih bilangan prima p dan q, yang dalam hal ini (p-1) mod q =0

2. Hitung  g=h (p-1)/q  mod p, yang dalam hal ini h<p-1 dan  h (p-1)/q  mod p >1. 

3. Tentukan kunci private a, yang di dalam hal ini a<q

4. Hitung kunci publik  b=ga mod p

Jadi, prosedur di atas menghasilkan:


kunci publik dinyatakan sebgai (p,q,g,b)


kunci publik dinyatakan sebgai (p,q,g,a)

Prosedur Pembangkitan Tanda-tangan (Signing)
1. Ubah pesan m menjadi message digest dengan fungsi has SHA,H

2. Tentukan bilangan acak k<q
3. Tanda-tangan dari pesan m adalah bilangan r dan s. Hitung r dan s sebagai berikut.


r=(gk mod p) mod q

s=(k-1 (H(m)+a*r)) mod q
4. kirim pesan m beserta tanda-tangan r dan s
Prosedur Verivikasi Keabsahan Tanda-tangan (Verifying)

1. Hitung


w=s-1  mod q

u1=(H(m)*w) mod q

u2=(r*w) mod q

v=((gu1 * yu2) mod p) mod q)

2. Jika v=r, maka tanda-tangan sah, yang berarti bahwa pesan masih asli dan dikirim oleh pengirim yang benar.

Tampilan program tanda-tangan digital dengan hasil valid pada hasil pengecekannya. 
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Tampilan program tanda-tangan digital dengan hasil tidak valid pada hasil pengecekannya.
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Kode Program Tanda Tangan Digital
Dim p As Double

Dim q As Long

Dim g As Double

Dim h As Long

Dim x As Long

Dim y As Long

Dim k As Long

Dim r As Long

Dim S As Long

Dim V As Long

Dim w As Long

Dim Hm As String

Dim Hs As String

Dim Hv As String

Dim chrS As String

Dim n As Double

Dim bitN As Integer

Dim bitS As Integer

Dim temp As Double

Dim kINV As Long

Dim sINV As Long

Dim u1 As Long

Dim u2 As Long

Dim gU1 As Long

Dim yU2 As Long

Dim PublicKey As Integer

Public Function STR2HEX(ByVal x As String) As String

    For i = 1 To Len(x)

        STR2HEX = STR2HEX & Hex(Asc(Mid(x, i, 1)))

    Next i

End Function

Public Function HEX2STR(ByVal x As String) As String

    For i = 1 To Len(x) Step 2

        HEX2STR = HEX2STR & Chr(hex2lng(Mid(x, i, 2)))

    Next i

End Function

Public Function lng2hex(ByVal lngBil As Long) As String

    lng2hex = Hex$(lngBil)

    If Len(lng2hex) = 1 Then

        lng2hex = "0" & lng2hex

    End If

End Function

Public Function hex2lng(ByVal strHex As String) As Long

    Dim strH(2) As String

    Dim intL(2) As Integer

    strH(0) = Left(strHex, 1)

    strH(1) = Right(strHex, 1)

    For i = 0 To 1

        If Asc(strH(i)) >= 48 And Asc(strH(i)) <= 57 Then

            intL(i) = Asc(strH(i)) - 48

        ElseIf Asc(strH(i)) >= 65 And Asc(strH(i)) <= 70 Then

            intL(i) = Asc(strH(i)) - 55

        End If

    Next i

    hex2lng = 16 * intL(0) + intL(1)

End Function

Public Function antiHex(ByVal strHex As String) As Integer

    If Asc(strHex) >= 48 And Asc(strHex) <= 57 Then

        antiHex = Asc(strHex) - 48

    ElseIf Asc(strHex) >= 65 And Asc(strHex) <= 70 Then

        antiHex = Asc(strHex) - 55

    End If

End Function

Public Function Rand(ByVal Low As Long, ByVal High As Long) As Long

  Rand = Int((High - Low + 1) * Rnd) + Low

End Function

Public Function IsPrime(ByVal lValue As Long) As Boolean

Dim lCtr As Long

Dim lRes As Long

Dim lCount As Long

    lValue = Abs(lValue)

    If lValue Mod 2 = 0 Then Exit Function

    For lCtr = 1 To lValue

        lRes = lValue Mod lCtr

        If lRes <> 0 Then

            lCount = lCount + 1

            End If

    Next

    IsPrime = (lCount = lValue - 2)

End Function

Function GCD(ByVal n1 As Long, ByVal n2 As Long) As Long

    Dim tmp As Long

    Do

       If n1 < n2 Then

            tmp = n1

            n1 = n2

            n2 = tmp

        End If

        n1 = n1 Mod n2

    Loop While n1

    GCD = n2

End Function

Public Function bilanganPrima(ByVal iCurr As Integer) As Boolean

    Dim ch As Integer

    Dim prima As Boolean

    prima = True

    For ch = 2 To iCurr / 2

        prima = False

    Next ch

    bilanganPrima = prima

End Function

Public Function BukanFaktorPrimaBersama(ByVal aK As Integer, ByVal md As Integer) As Boolean

    Dim ch As Integer

    Dim batas As Integer

    Dim ada As Boolean

    Dim cek As Boolean

    ada = False

    If (aK <= md) Then

        batas = aK

    Else

        batas = md

    End If

    For ch = 1 To batas

        cek = bilanganPrima(ch)

        If cek = True Then

            If ((aK Mod ch = 0) And (md Mod ch = 0)) Then

                ada = True

            End If

        End If

    Next ch

    BukanFaktorPrimaBersama = ada

End Function

Public Function BalikanModulo(ByVal aK As Integer, ByVal md As Integer) As Integer

    Dim ch As Integer

    Dim aI As Integer

    Dim cek As Boolean

    aI = 0

    cek = BukanFaktorPrimaBersama(aK, md)

    If cek = True Then

        For ch = 1 To md

            If ((aK * ch) Mod md = 1) Then

                aI = ch

            End If

        Next ch

    End If

    BalikanModulo = aI

End Function

Private Sub CmdKeyGeneration_Click()

    cari = Rand(2, 15)

    While IsPrime(cari) = False

        cari = Rand(2, 15)

    Wend

    p = cari

    cari = Rand(2, 15)

    While IsPrime(cari) = False

        cari = Rand(2, 15)

    Wend

    q = cari

While (p - 1) Mod q <> 0

    cari = Rand(2, 15)

    While IsPrime(cari) = False

        cari = Rand(2, 15)

    Wend

    p = cari

    cari = Rand(2, 15)

    While IsPrime(cari) = False

        cari = Rand(2, 15)

    Wend

    q = cari

Wend

    n = p * q

    bitN = Len(Str(n))

    h = Rand(2, p - 1)

    temp = 1

    For i = 1 To (p - 1) / q

        temp = temp * h

    Next i

    g = temp Mod p

    While g <= 1

        h = Rand(2, p - 1)

        temp = 1

        For i = 1 To (p - 1) / q

            temp = temp * h

        Next i

        g = temp Mod p

    Wend

    x = Rand(1, q - 1)

    temp = 1

    For i = 1 To x

        temp = temp * g

    Next i

    y = temp Mod p

 TxtPriKey.Text = "(p,q,g,x)=(" & p & "," & q & "," & g & "," & x & ")"

 TxtPubKey.Text = "(p,q,g,y)=(" & p & "," & q & "," & g & "," & y & ")"

End Sub

Private Sub CmdSGeneration_Click()

    Dim bS As Integer

    Hm = ""

    TxtCipherDS.Text = ""

    TxtMC.Text = ""

    For i = 1 To Len(TxtPlain.Text)

        Hm = Hm & Asc(Mid(TxtPlain.Text, i, 1))

    Next i

    k = Rand(1, q - 1)

    kINV = BalikanModulo(k, q)

    temp = 1

    For i = 1 To k

        temp = temp * g

    Next i

    r = (temp Mod p) Mod q

    Hs = ""

    S = 0

     bS = Int(Mid(Hm, 1, bitN))

     bitS = Len(Str((kINV * (bS + (x * r))) Mod q))

    For i = 1 To Len(Hm) Step bitN

        bS = Int(Mid(Hm, i, bitN))

        Hs = Hs & (kINV * (bS + (x * r))) Mod q

        S = S + (kINV * (bS + (x * r))) Mod q

    Next i

    'S = (kINV * (Int(Hm) + (x * r))) Mod q

    TxtCipherDS.Text = S

    TxtCipherR.Text = r

    TxtMC.Text = TxtMessage.Text & "Begin#" & Hs & "#End"

End Sub

Private Sub CmdVerification_Click()

    Dim bV As Integer

    TxtCipherVC.Text = ""

    sINV = BalikanModulo(S, q)

    w = sINV Mod q

    Hv = ""

    u1 = 0

    For i = 1 To Len(Hs) Step bitS

        bV = Int(Mid(Hs, i, bitS))

        u1 = u1 + (bV * w) Mod q

        Hv = Hv & (bV * w) Mod q

    Next i

    'u1 = (Int(Hm) * w) Mod q

    u2 = (r * w) Mod q

    temp = 1

    For i = 1 To u1

        temp = temp * g

    Next i

    gU1 = temp

    PublicKey = (TxtPubKeyVC.Text)

    temp = 1

    For i = 1 To u2

        temp = temp * PublicKey

    Next i

    yU2 = temp

    V = ((gU1 * yU2) Mod p) Mod q

    TxtCipherVC.Text = V

    If r = V Then

        MsgBox "THE DIGITAL SIGNATURE IS VALID", vbInformation, "RSA-DSA"

    Else

        MsgBox "INVALID DIGITAL SIGNATURE", vbExclamation, "RSA-DSA"

    End If

End Sub

